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Introduction

• About PPTP?
– PPTP is point to point tunneling protocol
– PPTP tunnel connection is established on 

extended GRE (generic routing encapsulation). 
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PAC and PNS

• Pac
– PPTP access concentrator

• PNS
– PPTP network server
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PPTP Connection Flow (1)

PAC PNS
Start-Control-Connection-Request
Start-Control-Connection-Reply
Start-Control-Connection-Connected
Incomming-Call-Request
Incomming-Call-Reply

Incomming-Call-Connected

[1] Established Control Connection
[2] Established Tunnel

[1]
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PPTP Connection Flow (2)

PAC PNS

Authentication

NCP Negotiation

Data Communications

PPP Connection Established inside Tunnel
PPP Session Established
Starting Data Communications
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PAC PNS

Echo-Request
Echo-Reply
WAN-Error-Notify

Set-Link-Info

Checking Control a Connection
(outside PPTP tunnel)

PPTP Connection Flow (3)
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Extended GRE Header
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Voluntary Tunnel

The Internet
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802.11x authentication with PPTP is used voluntary tunnel
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802.11x Accesses Method (1)

Access 
Point

PAC

The Internet

Address
Assignment 
from DHCP

Address Assignment
from IPCP (RFC 1332)
Proxy ARP

Segment ASegment B

Connected The Internet

10

802.11x Accesses Method (2)
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Network Architecture
(from own network)
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Network Architecture
(from the other network)
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